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Hospitals and HIPAA

Disclaimer

The National Traffic Law Center is a program of the National District Attorneys
Association (NDAA). This document was prepared with a grant from the Foundation
for Advancing Alcohol Responsibility (Responsibility.org). Points of view or opinions
in this document are those of the authors and do not necessarily represent the official
position or policies of the authors’ employers, Responsibility.org, or the NDAA. This
Manual is not legal advice. Please ensure compliance with all local and state laws

when considering information contained in this publication.
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National Traffic Law Center

The National District Attorneys Association’s National Traffic Law Center (NTLC) is a
resource designed to benefit prosecutors, law enforcement, judges, and criminal
justice professionals. The mission of the NTLC is to improve the quality of justice in
traffic safety adjudications by increasing the awareness of highway safety issues
through the compilation, creation and dissemination of legal and technical

information and by providing training and reference services.
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ignition interlock systems, sobriety checkpoints, and much more.

The NTLC has a clearinghouse of resources including case law, research studies,
training materials, trial documents, and a directory of expert professionals who work
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Preface

A law enforcement officer or prosecutor may need to secure a suspected impaired
driver’s medical records or blood sample from a hospital in an impaired driving case
for a variety of reasons. It could be due to the suspicion of drug(s) causing a driver’s
impairment, a collision resulting in medical attention for the suspected impaired
driver, or a suspect refusing a breath test, leading to a search warrant for blood. The
relationship between the hospital, law enforcement, and prosecutor is frequently
complicated by confusion over patient privacy and hospital liability issues. Matters are
made only more complex if the suspect is taken to a hospital outside the jurisdiction
of the investigating law enforcement agency. When dealing with a hospital, law
enforcement officers and prosecutors are frequently confused by the legal implications
of the Health Insurance Portability and Accountability Act of 1996 (also known as
HIPAA). For this reason, the National Traffic Law Center, with funding from
Responsibility.org, created this monograph, Hospitals, HIPAA, and Impaired Driving
Cases—A Guide for Law Enforcement and Prosecutors. This guide provides the general
legal principles behind HIPAA, as well as the specific provisions relating to criminal
law, and the exceptions it provides for law enforcement and prosecutors conducting
investigations into criminal matters, including impaired driving cases. This guide will
also provide helpful suggestions for law enforcement and prosecutors to develop
cooperative relationships with hospital personnel to positively impact investigations
while minimizing the need for hospital personnel to testify in court, including how to
sidestep a hospital blood draw with a law enforcement phlebotomy program.

NASID.ORG 6



Hospitals and HIPAA

Introduction

Ideally, all evidence necessary for the successful prosecution of an impaired driving
case is contemporaneously collected at the time of the impaired driver’s arrest, either
on the side of the road or shortly thereafter at the police station or jail facility. This
not only allows for a streamlined investigation, but also results in prompt criminal
charges and prosecution of the suspect when necessary. However, in the case of an
officer responding to a suspected impaired driving crash, an officer often faces
managing chaos at the scene requiring attention to a severely injured victim and the
suspected impaired driver. The officer typically renders first-aid and tends to the
suspect and victim alike until additional medical resources arrive on scene.
Necessarily, the officer puts people’s medical needs above investigative needs;
evidence collection is a secondary consideration in cases involving injury. The
evidence, however, is not lost. Despite the suspect leaving the scene to obtain further
medical attention, evidence of impairment contained in their blood can still be
obtained.

While time is certainly of the essence for those in need of lifesaving medical attention,
time is also critical to obtain the constantly and quickly dissipating impairment
evidence from within a suspect’s body. Unquestionably, lifesaving measures must take
precedent. While challenges may arise in an impaired driving investigation once a
suspect or victim is taken to a hospital for medical treatment, it should not end or
even hamper a criminal investigation. Whether dealing with the crash scenario, as
described, or any other number of situations involving law enforcement interaction
with a suspected impaired driver and a hospital, there are tools and mechanisms for
obtaining the needed evidence. By building relationships, educating the partners, and
continuing communication, hospital personnel can maintain cooperative and
professional encounters with law enforcement, so they can complete their
investigations.
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Potential Challenges to Securing
Evidence

When a suspected impaired driver is taken to a hospital, the initial challenge faced by a
law enforcement officer (LEO) or prosecutor is deciding what evidence is needed for
the investigation. In impaired driving cases, blood evidence is important, because it
shows past and current use of drugs and/or alcohol. Thus, obtaining this information
is paramount. If law enforcement is not able to secure a sample of the driver’s blood,
the law enforcement officer or prosecutor may be able to obtain the suspect’s medical
records with a subpoena. Those records should indicate if any evidence was found by
the hospital lab of drugs or alcohol in the suspect’s system.

Once an officer or prosecutor establishes what evidence they need from the suspect or
the hospital, the next challenge faced is how best to legally obtain it. The nature of the
evidence sought largely determines the legal process by which it should be secured.
Can the evidence be obtained via the patient’s informed consent or a state’s implied
consent law? Will it require a search warrant? A subpoena? And who will be
responsible for executing the legal process? Does the answer change if the hospital is

in a neighboring jurisdiction?

After determining the best way to obtain the necessary evidence, the last challenge is
working with the hospital personnel to navigate HIPAA. What privacy rights does a
suspect / patient maintain? Does HIPAA allow hospital personnel to share the
protected health information with law enforcement, even when faced with a search
warrant or subpoena? All parties involved, hospital personnel, law enforcement, and
prosecutors, must understand what HIPAA protects and what allowances it makes for

turning over evidence in criminal investigations.

Blood Draw for Medical Purposes vs. Law Enforcement Purposes

Blood drawn for medical purposes and blood drawn at the direction of law
enforcement provide valuable information in an impaired driving case. Blood draws in
hospitals, however, differ from those drawn strictly for law enforcement purposes.
Blood drawn from a hospital patient during the course of medical treatment is tested
in the hospital lab. The doctor uses that information to determine the patient’s course
of treatment and care options.
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On the other hand, when blood is drawn for law enforcement purposes, blood is tested
in a forensic laboratory. The results are used to determine the content of alcohol or
drugs in a suspected impaired driver’s blood. Those results are typically used as
evidence in a criminal case. “Forensic toxicology is the application of toxicology to
issues and cases where those adverse effects may have medico-legal consequences,

with results used in court.”t

Blood evidence may be obtained by law enforcement in several ways. The patient/
suspect can consent to the blood draw. Consent is the simplest way for law
enforcement to legally obtain blood samples. If possible, consent given orally should
also be reduced to a written document and signed by the suspect. In the alternative, an
LEO may obtain a search warrant that legally authorizes the search and seizure of the
blood sample. This blood sample may be from the suspect’s body or it may be from the
hospital lab. If a blood sample is no longer available from the hospital lab,2 police may
obtain copies of the hospital/ medical records as described below.

Informed Consent vs. Implied Consent for Blood Sample

Informed consent is the process by which a health care provider educates a patient
about the nature of a procedure, its risks and benefits, alternatives to the given

procedure or intervention, and an assessment of the patient’s understanding of the

1 See the Society of Forensic Toxicologists, Inc. website, “What is Forensic Toxicology?,” at )
accessed May 30, 2023.

2 For example, the standard operating procedure of the hospital may provide for discarding of such samples after a
certain passage of time and may occur prior to the investigation’s progression seeking the sample.
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circumstances and options. With this information, the patient can weigh the pros and
cons of the procedure and make an informed decision about how to proceed.
Typically, in a medical setting, a patient will provide this consent expressly in writing.
The patient signs a medical authorization form that allows the medical professional to
conduct a specific procedure. This type of consent may also be expressed verbally.

Informed consent differs from implied consent which occurs in a law enforcement
setting. In all states, driver licensing laws provide that a licensed driver has given
implied consent to chemical testing, if a law enforcement officer has reasonable
grounds to believe the driver was operating the vehicle while intoxicated or under the
influence of alcohol or drugs. Usually, once a driver is arrested for an impaired
driving offense, they are taken to a police station for arrest processing. There, the law
enforcement officer reads the driver their rights under the state’s implied consent
statute. The suspect may consent to providing a chemical sample of their breath,
blood, urine, and in some states more recently, oral fluids, or they may refuse to
provide any sample do so. Technically, the reading of the implied consent provision
seeks a driver’s express consent to conduct a blood test. If the driver refuses to
voluntarily submit to the chemical test, however, or refuses or is unable to give their
express consent (e.g., due to the nature of injuries or the degree of impairment), the
law enforcement officer may still collect a sample from them.? Law enforcement is
authorized to do this because of the suspect’s implied consent; the driver has already
consented simply by driving. The law enforcement officer and prosecutor, however,
must be aware of the laws in their jurisdiction governing the ability to secure a search
warrant.*

When a driver refuses, or revokes their previously given implied consent, the driver
faces a consequence. Their refusal will subject them to administrative consequences,
such as revocation of their driver’s license. They may also face criminal
consequences, like enhanced criminal charges or a jury instruction permitting the fact
finder to accept their refusal to submit to testing as consciousness of guilt evidence.

3 Subject to recent decisions of the United States Supreme Court, including Missouri v. McNeeley, 569 U.S. 141, 133
S.Ct. 1552 (2013), Birchfield v. North Dakota, 579 U.S. 438, 136 S.Ct. 2160 (2016), and Mitchell v. Wisconsin, 139 S.Ct. 2525
(2019), among others, and also subject to state law. For example, in general, Florida does not provide for search
warrants for misdemeanor cases and in New York, compulsory chemical tests in impaired driving cases may be
authorized only when an impaired driving crash results in a death or serious injury. See Fla. Stat. Ann. § 933.02 and
N.Y. Veh. & Traf. Law § 1194 paragraph 3, respectively.

4 See supra discussion note 2.
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A law enforcement officer and a prosecutor should be familiar with the laws in their
jurisdiction as well as the policies of the office / department and the customs /
practices of their court. If unsure, officers and prosecutors are encouraged to contact
the state Traffic Safety Resource Prosecutor (TSRP) or the National Traffic Law Center
(NTLC) for additional assistance.

Search Warrant (or Warrant Exceptions) for Blood from Suspect

If a suspected impaired driver is in a hospital, express consent may not be an available
option due to their injuries or the degree of impairment. Securing an evidential blood
sample may, therefore, require a search warrant.® The warrant may seek to search the
body and seize a sample of blood, or to search the hospital and seize a specific vial of
blood previously taken by hospital staff for medical purposes.

When an impaired person is brought to the hospital for medical treatment, often
medical staff collect specimens from the patient prior to providing treatment. These
specimens are often the most valuable to the investigation for two reasons. First, the
sample collected closest to the proximal time of driving or operating a motor vehicle
best reflects the conditions of the suspect while driving and, second, the samples are
usually obtained prior to the administration of narcotics or other drugs used in the
course of treatment. Typically, more vials of blood than are necessary are drawn for a
variety of reasons, not the least of which is to allow the hospital to run as many extra
tests as are needed for treatment purposes. The investigating officer may apply for a
search warrant to secure a sample of the blood drawn by the hospital.

In some jurisdictions, the officer may work with a prosecutor to complete the warrant
process. As soon as possible, the police officer should provide the subject’s name, date
of birth, date of treatment, and hospital to a prosecutor. The prosecutor can contact
the hospital lab and request that the specimens be preserved pending a search
warrant. Hospitals routinely discard specimens within one week of collection, so this
should be done quickly to ensure preservation.

Once the specimen is preserved, the law enforcement officer applies for a search
warrant. If the judge issues the search warrant, the officer should execute the warrant
by presenting the warrant to the hospital lab, or other hospital personnel identified to

51d.
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accept service of legal process and in the manner described by the hospital.6 The lab
personnel should comply with the warrant by turning over the specimens identified in
the search warrant and the officer should properly identify the lab personnel to
preserve the chain of custody of the specimen (see below section on Relationship
Building / Task Force Development for additional information). The officer then
ensures those specimens, identified as having been collected from the driver subject,
are provided to the state toxicology lab for testing. The results of the tests may be used
in the criminal prosecution. Maintaining points of contact at each area hospital will
help to facilitate the preservation of the specimens. Understand, each hospital might
have its own policies and procedures and they may differ from each other. It is
recommended that law enforcement agencies, prosecutors, hospitals, or local medical
personnel have these policies in place and proactively train on the policies to ensure a
smooth process when these situations arise.

Hospital Records

A law enforcement officer or prosecutor, on occasion, may begin investigating a
suspect or patient, after they are released from the hospital’s care. In those cases, it is
not until much later in an investigation that evidence of the suspect’s blood content is
sought, and patient medical records are the best source for this information. A patient
may consent to the release of their own medical records, but do not always do so.?

6 A hospital may, for instance, only accept legal process during normal business hours.
7 Included in the resources listed in the Appendix is a sample Authorization for Disclosure of Protected Health
Information.
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Depending on the circumstances, obtaining medical records may require a search

warrant or a subpoena.

The Sixth Amendment to the United States Constitution provides, “[i]n all criminal
prosecutions, the accused shall enjoy the right...to be confronted with the witnesses

”

against him....” When a witness appears at trial and is subjected to cross-examination,
the right to confront witnesses is guaranteed. The United States Supreme Court has
guaranteed this right to confront witnesses “who ‘bear testimony’ against him[]”,8
including documents that are testimonial in nature.® Medical reports, however, are
created for treatment purposes and are not testimonial in nature so the Confrontation
Clause is not an obstacle to obtaining medical records or introducing them as

evidence.!° Is HIPAA or state law an obstacle to retrieving those records?

The procedures for retrieving medical records from a hospital will vary from state to
state. Some states have statutes or procedures whereby the medical records of an
offender are readily accessible by the use of a search warrant or court order.!!
Prosecutors can request the health care information by means of a court order, with
notice to the defendant. The records should be accessed through a search warrant,
with the documents to be delivered under seal to the Clerk of Court for in camera
review by the judge. The judge can make the decision as to what information complies
with the HIPAA law enforcement exceptions (see below for more information), then
deliver the documents to the prosecutor and the defendant. This procedure protects
any irrelevant health care information while still providing the documentation to the
state that the law allows.

Out-of-Jurisdiction Hospital

Often times a driver is injured in a crash in one jurisdiction and transported to a
hospital in a different jurisdiction, whether it is another county or another state. This
creates a new set of challenges. While many officers and prosecutors are familiar with
the laws of their own counties and states, the laws and practices of the neighboring
jurisdictions are less familiar. Law enforcement and prosecutors are encouraged to

8 See Crawford v. Washington, 541 U.S. 36, 124 S.Ct. 1354 (2004), in which the Court held out of court statements by a
witness that is testimonial in nature is barred by the Confrontation Clause unless the witness is unavailable and the
defendant had a prior opportunity to cross-examine the witness.

® See Melendez-Diaz v. Mass., 557 U.S. 305; 129 S. Ct. 2527 (2009).

10 |d. at fn 2: (stating “..Others are simply irrelevant, since they involved medical reports created for treatment
purposes, which would not be testimonial under our decision today.”) (citation omitted).

11 Included in the resources listed in the Appendix is a sample Request from Law Enforcement for Release of
Protected Health Information.
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know the state laws, department rules, and court practices for reaching out to the
neighboring jurisdiction’s law enforcement agency and/ or prosecutor’s office when
this situation occurs.

When a suspect is taken to a neighboring county in the same state, executing a search
warrant may not be difficult. Depending on the state’s laws, rules, and practices, it may
be as easy as making a phone call to the law enforcement agency of the jurisdiction in
which the search warrant is to be executed. The agency can obtain and execute the
search warrant using information gleaned from the officer in the original jurisdiction.
However, when an injured person is taken to a hospital in a different state, the laws of
the state where the hospital is located apply. In this situation, the investigating officer
and/or prosecutor need to coordinate with law enforcement in the hospital’s
jurisdiction to determine what is required to obtain the evidence. It is common for the
investigating officer to prepare the search warrant affidavit and provide it to the
assisting agency to serve as the basis for its own warrant application. When an
interstate issue, such as this, arises, law enforcement and prosecutors are encouraged
to contact their Traffic Safety Resource Prosecutor who can coordinate with the
neighboring state’s TSRP to help streamline the process and minimize confusion.

NASID.ORG 14



Hospitals and HIPAA

HIPAA and Application to Criminal
Investigations

When a prosecutor or law enforcement officer seeks to obtain a blood result or medical
information in an impaired driving case, they are often stymied by hospital staff citing
the federal protections afforded patients by the Health Insurance Portability and
Accountability Act (HIPAA). This is a common misconception. HIPAA protections do
not apply to criminal investigations, including impaired driving cases. Nonetheless,
without the cooperation of hospital staff, progress toward prosecution is hindered.

HIPAA was signed into law by President Bill Clinton in 1996, and codified in Federal
Law pursuant to 42 U.S.C. Section 1320 et seq. Created by Congress out of concern for
privacy, health, and insurance-related matters, it seeks to prevent the use and
publication of private medical information without the consent of the protected
patient. HIPAA provides patients the control over the use and dissemination of their
health care information. It defines the boundaries for the use and/or disclosure of
health records by covered entities (see the next section below) and establishes national
standards with which healthcare providers must comply to limit the use of personal
health information (PHI) and minimize the chances of its inappropriate disclosure.!2

Generally, HIPAA establishes the rule that “healthcare providers” may not disclose a
patient’s protected health information. “Healthcare providers” are people who bill or
are paid for health care, including doctors, nurses, and paramedics.!® While privacy
concerns are central to this act, HIPAA is not intended to prevent or obstruct
legitimate police or prosecutorial investigations and, therefore, also includes
exceptions allowing for healthcare providers to disclose protected health information
to law enforcement. Since its enactment, federal courts have recognized that HIPAA
serves to protect, but it is not a shield against criminal prosecution.'* HIPAA governs
the conduct of healthcare providers, not law enforcement, and it provides a civil
remedy for healthcare providers who violate the statute. Thus, even if HIPAA is
violated, medical records obtained by law enforcement with a search warrant or

12 For additional information, readers may visit the U.S. Department of Health and Human Services webpage to
access its publication on HIPAA, Summary of the HIPAA Privacy Rule.

13 See 42 § U.S.C.A. 1320d(3).

14 For example, as the US District Court for the Southern District of Texas has explained, “.. HIPAA was passed to
ensure an individual’s right to privacy over medical records, it was not intended to be a means for evading
prosecution in criminal proceedings.” U.S. v. Zamora, 408 F. Supp. 2d 295, 298 (S.D. Texas 2006).
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through other legal means are admissible in criminal proceedings.!s

Prior to an attempt to secure blood results or medical information (aka personal health
information) from a hospital, it is crucial for law enforcement officers and prosecutors

to understand the general principles and applicability of HIPAA.

HIPAA Only Applies to “Covered Entities”

Although HIPAA provides protection to patients, it only prohibits certain individuals or
organizations deemed to be “covered entities” from disclosing personal health
information. A “covered entity” includes only the following:

1) A health plan.

2) A health care clearinghouse.

3) A health care provider who transmits any health information in electronic
form in connection with a transaction covered by this subchapter.?¢

HIPAA, therefore, only prohibits disclosure by a small subset of individuals and
organizations. It is important to note what is not included in the definition of “covered
entity” — employers, government agencies, and law enforcement organizations.
Despite what many may think, HIPAA has very limited implication to law enforcement
officers and prosecutors handling impaired driving cases.?

If the actions of law enforcement and prosecutors are not governed by HIPAA,
why then is the issue raised so frequently by medical professionals when faced with a
request for protected information? In part, it may be due to the unique interplay
between law enforcement and medical staff occurring in an impaired driving
investigation. While law enforcement and prosecutors may not be subject to legal
action pursuant to HIPAA, medical professionals could be and may be the cause for
reluctance to provide crucial information (like blood test results or other medical
information) in an impaired driving case. Regardless, HIPAA contains a number of
exceptions allowing for the disclosure of information to law enforcement in the course
of a criminal investigation.

15 The primary purpose of evidence suppression is to deter unlawful police conduct, not that of private individuals.
16 45 C.F.R. § 160.103.
17 See, e.g., U.S. v. Elliott, 676 F. Supp. 2d 431 (D. Md. 2009).
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Who is “Law Enforcement” under HIPAA?

Before understanding the various HIPAA exceptions for law enforcement, one must

” [

understand how HIPAA defines “law enforcement.” “The HIPAA privacy rule defines a
law enforcement official as an officer or employee of any agency or authority of the
United States, or a State, territory, political subdivision, or Indian tribe who is
empowered to (1) investigate or conduct an official inquiry into a potential violation of
law; or (2) prosecute or otherwise conduct a criminal, civil, or administrative
proceeding arising from an alleged violation of law.”8 Both law enforcement officers
investigating an impaired driving case as well as the prosecutor handling the case in
court are therefore covered by HIPAA’s broad definition of law enforcement. Various
HIPAA exceptions allow for medical professionals to disclose personal health
information to law enforcement. The following exceptions are relevant to law

enforcement investigations.

HIPAA Authorized Disclosures to Law Enforcement

HIPAA provides exceptions for disclosures to law enforcement.® Specifically,
healthcare providers may disclose protected health information for a law enforcement
purpose to a law enforcement official when certain conditions are met. The following
is a summary of the disclosures permitted by HIPAA for a law enforcement purpose.

18 Guidelines for Releasing Patient Information to Law Enforcement, American Hospital Association and National
Association of Police Organizations, 03-2018 (AHA Item #166854).
19 45 C.F.R. §164.512(f).
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As Permitted by a Judicial Officer — 45 C.F.R. §164.512(f)(1)(ii):
A. A court order or court-ordered warrant, or a subpoena or summons
issued by a judicial officer;
B. A grand jury subpoena;

A judicially authorized search warrant, or other judicially approved legal process,
allows a law enforcement officer or prosecutor to obtain access to personal health
information under HIPAA. The evidentiary standard and judicial (or grand jury) review
ensures the privacy of a patient/suspect. Although the language of this exception
provides medical professionals “may” disclose personal health information, the
medical professional must provide the requested information since these documents
are specific orders issued by a judicial officer or grand jury. Medical professionals may
be permitted to ignore the request as improper if the warrant or subpoena is not
issued by a “judicial officer.”2°

Restricted Access for Administrative Requests — 45 C.F.R. §164.512(f)(1)(ii)(C):

If a warrant or other judicially-issued document is not obtained, law enforcement may
also utilize administrative subpoenas?! to obtain access to PHI. In order to use an
administrative subpoena, however, strict guidelines must be met. Pursuant to this

exception, the following criteria are required:

1) The information sought must be relevant and material to a legitimate
investigation,

2) The request must be specific and limited in scope to meet its intended
purpose, and

3) Information that does not reveal the individual’s identity could not
reasonably be substituted for the information sought.

Under these specific requirements, medical professionals may release PHI. Similar to
the judicially authorized exception, although the language of this exception indicates
medical professionals “may” disclose PHI, the medical professional must comply with
the administrative subpoena since it is a specific legal order.

20 See, e.g., U.S. v. Elliott, 676 F. Supp. 2d 431 (D. Md. 2009) (exception did not apply where document was issued by a
Clerk of the Court, which was not a “judicial officer” under the law enforcement exception).

21 An administrative subpoena is a judicially enforceable subpoena issued by an administrative or government
agency compelling an individual or entity to provide information to the agency.
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Decedents — 45 C.F.R. §164.512(f)(4):
A covered entity may disclose protected health information about an
individual who has died to a law enforcement official for the purpose of
alerting law enforcement of the death of the individual if the covered entity
has a suspicion that such death may have resulted from criminal conduct.

Medical professionals may release PHI related to an individual’s death, but only if they
believe that such a death was the result of criminal conduct. For example, if the
decedent died in a vehicle struck by a suspected impaired driver, it is imperative to
determine whether the decedent died as a result of the injuries sustained in the crash
or as a result of another intervening medical event. The language of this exception
explicitly indicates a covered entity “may” disclose the information, meaning medical
professionals are not required to make such disclosures since it is not pursuant to a
court order.

Restricted Access to ldentify a Suspect — 45 C.F.R. §164.512(f)(2)(ii):

Medical professionals may also disclose information to a law enforcement officer for
the purpose of identifying or locating a suspect, fugitive, material witness. Unless this
disclosure is required pursuant to a mandatory reporting law,22 however, the
disclosure is limited to the following:

1) name and address,

2) date and place of birth,

3) social security number,

4) blood type,

5) type of injury,

6) date and time of treatment,

7) date and time of death if applicable and

8) description of distinguishing physical characteristics.

Similar to the decedent exception above, the language of this exception explicitly
states a covered entity “may” disclose, again meaning medical professionals are not

required to make the disclosure since the request is not pursuant to a court order.

22 Digclosures required by law as permitted by HIPAA include the reporting of child abuse or neglect; on the victim of
abuse, neglect, or domestic violence; and certain types of wounds and other physical injuries. See 45 C.F.R.
§164.512(f) (1) (i).
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Victim of a Crime - 45 C.F.R. §164.512(f) (3):

Medical professionals may also provide a law enforcement officer with an individual’s
protected health information if the individual is a suspected crime victim. A
disclosure is permitted only if:

1) the individual agrees to disclosure, or
2) the covered entity cannot obtain the individual’'s agreement because of

incapacity or an emergency.

Additionally, if a medical professional is relying upon the incapacity or emergency

clause of this exception, the following circumstances must be met:

1) the law enforcement officer represents that such information is needed to
determine whether a crime was committed by someone other than the
individual and will not be used against the victim,

2) the law enforcement officer represents that law enforcement activity
depends on disclosure and would be materially affected by waiting for the
individual’s consent, and

3) the covered entity, while exercising professional judgment, determines
that disclosure is in the best interest of the individual.

The crime victim exception is a limited exception and, similar to the above-described

permissible disclosures, medical professionals are not required to make the requested

disclosure in this situation.
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Crime on Premises - 45 C.F.R. §164.512(f) (5):

If a covered entity believes in good faith that protected health information is evidence
of criminal conduct that occurred on the premises of the covered entity, it may
disclose the information to a law enforcement officer. This exception is typically
applicable in a situation where an intoxicated suspect poses a danger to self or
hospital personnel or damages hospital property. This is a permissible disclosure and
within the covered entity’s discretion.

Reporting Crime in Emergencies — 45 C.F.R. §164.512(f) (6):

A health care provider rendering emergency medical care off the premises may
disclose protected health information to a law enforcement officer if the disclosure is
needed to alert law officer to the following:

1) The commission and nature of a crime,
2) The location or victims of such crime, and
3) The identity, description and location of the perpetrator.

This exception does not apply, however, if the covered health care provider believes
the emergency is a result of abuse, neglect or domestic violence.2?® An officer or
prosecutor should be familiar with their jurisdiction’s mandatory reporting

requirements.
Averting a Serious Threat - 45 C.F.R. §164.512(j):
A covered entity may disclose protected health information if it believes:

1) the disclosure is needed to prevent or lessen a serious and imminent threat to
the health or safety of a person or the public, and the recipient is able to lessen
the threat; or

2) the disclosure is critical to law enforcement’s ability to identify or apprehend
an individual who either appears to have escaped from the custody of law

enforcement or made a statement admitting participation in a violent crime.

23 See 45 C.F.R. § 160.203(c).
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A medical professional may not, however, disclose protected health information based
on an individual’s admitted participation in a violent crime if the statement was made
either during therapy, counseling, or treatment aimed at lessening the individual’s
propensity towards violence, or through a request for such therapy, counseling, or
treatment. This exception permits medical professionals to make this disclosure, but
it does not require them to do so.

As described, the HIPAA exceptions for law enforcement and prosecutors are very
narrowly tailored. Additionally, in all but the “judicial officer” exceptions, medical
professionals may, but are not required, to provide personal health information. As
such, it is crucial that law enforcement and prosecutors not only know the specifics of
these exceptions but also build and develop good working relationships and policies
with the medical professionals so that they will be willing to avail themselves of these
permissive exceptions.

Finally, while HIPAA may not apply to law enforcement and prosecutors, a state may
have enacted other state-specific privacy laws related to the release of personal health
information. Such state-specific laws are too voluminous to discuss in this work. Law
enforcement officers and prosecutors should be aware of state-specific laws and are
encouraged to collaborate with the state TSRP for additional assistance. Additionally,
if a state has enacted a law contrary to the provisions of HIPAA, HIPAA will generally
preempt the state law, unless for example, the state law provides for the reporting of
disease, injury, child abuse, death, or for public health surveillance purposes.24

24 See 45 C.F.R. § 160.203(c).
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Relationship Building / Task Force
Development

Prosecutors and law enforcement officers should proactively build relationships with
hospital personnel to facilitate the transfer of information when the future need
arises. Ideally, the three entities—the law enforcement agency, the prosecutor’s office,
and the hospital personnel—should develop a task force or working group. This will
benefit all involved by anticipating and working through roadblocks unique to each
entity without the pressure of a looming criminal investigation. It is recommended
that local leaders from the prosecutor and law enforcement offices meet with hospital
administrators and hospital attorneys and discuss their needs with regard to criminal
cases. This meeting should include conversations about when and how HIPAA allows
for the release of information.

The meeting is also an opportunity to better understand the practical concerns
hospitals may have about assisting in criminal investigations. For example, law
enforcement presence in the hospital may deter some patients from seeking care. The
hospital may have its own policy regarding the release of patient information. These
are just some examples of topics that will arise during these meetings. Working
through the obstacles together will forge better working relationships and more
appreciation for the needs of all parties involved. The group may meet several times
before coming to an understanding of how best to address everyone’s needs and
concerns. Ultimately, the parties should, if possible, create a memorandum of
understanding (MOU), so the agreed-upon process is memorialized. This MOU should
then be revisited regularly by all parties to ensure it continues to be effective.2s

The MOU should also guide the training of the law enforcement, prosecutor, and
hospital personnel who will ultimately facilitate the exchange of evidence. This MOU
should be signed by medical professionals, law enforcement, prosecutors, and others
who this MOU would impact and should be conspicuously placed in all locations where
needed (i.e., the hospital’s emergency department). In the absence of a formal MOU, an
informal agreement between the parties can also prove successful in this regard. An
email exchange, personal phone calls, or faxed requests may be all that is necessary to
achieve this goal.

25 Included in the resources listed in the Appendix are the following sample documents: Blood Draw Agreement for
ambulance service; Memo Regarding Law Enforcement in the ER; and Law Enforcement Request to Speak with DUI
Suspect.
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Previous studies have found that DUI conviction rates for injured drivers who are
treated in hospitals are markedly lower than the DUI conviction rates for non-injured
drivers.26 The cause of this discrepancy was not attributed to any one factor.
Anecdotally, law enforcement agencies have reported multiple barriers to obtaining
DUI blood kit specimen evidence from injured drivers who are suspected of driving
under the influence. Each state has obstacles unique to its own laws, physical
environments, and a variety of other circumstances. For example, a rural jurisdiction
and / or an area with severe weather may impact the ability of responders to timely
obtain the necessary blood evidence. Other jurisdictions may not have the necessary
budgetary resources to provide the necessary quantity of blood kits to law
enforcement. Some other commonly cited barriers include unclear implied consent
blood draw protocols in hospital emergency departments, lack of understanding by
hospital personnel about the legal ramifications for participating in a blood draw for
law enforcement, and lack of onsite blood testing kits and implied consent forms.
Likewise, hospitals face staffing shortages, time constraints, and the penultimate
priority of their profession: treating the sick and injured, not investigating crimes.

26 Holmes, J., Adams, C., Rogers, P., & Vu, P. “Successful Conviction of Intoxicated Drivers at a Level I Trauma
Center.” Western Journal of Emergency Medicine, (July 2014), 15(4), 480-485.
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An effective way for a state to evaluate its law enforcement’s ability to efficiently,
respectfully, and legally collect blood evidence is to create a task force to study this
issue and develop strategies to address barriers. The goal of any such task force is to
aid law enforcement, medical professionals, and prosecutors in effectively collecting
blood from suspected impaired drivers. Like any task force, begin by identifying the
stakeholders most impacted by this issue. Make sure to include prosecutors, law
enforcement, state departments of health, medical professionals, including folks who
collect blood as well as security personnel who might assist, leadership from hospital
associations, the medical examiner’s officer and toxicologist. Next, survey law
enforcement and medical professionals to identify barriers that prevent the collection
of blood evidence. Some barriers might require statutory or regulatory changes to
existing laws to address, for example, patient health insurance, or immunity for
criminal or civil liability for medical professionals. Additionally, hospitals may not
have law enforcement blood collection kits or the implied consent forms readily
available.

Establishing the relationship between the parties with a formal memorandum outlining
the policies and procedures will assist all with a clear understanding of the roles and
responsibilities of each party. This will help to avoid a situation like the Utah nurse in
the cautionary tale following the Conclusion and may help to minimize unnecessary
and unpleasant litigation over disagreements. A clear understanding of the HIPAA, as
well as the professional needs and practices of all parties involved, will ultimately
benefit both law enforcement and medical professionals. The following sections
identify some areas to address.

Train, Communicate, Relationship Build, Repeat

HIPAA requires covered entities to comply with the privacy rule. Because law
enforcement is not a covered entity, a HIPAA-covered entity may disclose protected
health information to law enforcement in certain incidents, including when complying
with a court order or a court-ordered warrant, subpoena, summons, or an
administrative request from law enforcement. When all parties understand the laws
governing hospital staff behavior, as well as those governing law enforcement
behavior, the process for collecting relevant evidence is smoother. Therefore, ongoing
training should take place for both the hospital staff and law enforcement with respect
to HIPAA, and the legal means of releasing patient information. Hospital staff, law
enforcement officers, and prosecutors involved in impaired driving cases should learn
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about HIPAA and the law enforcement exceptions as well as the practices and policies
unique to their hospital(s) and local courts. This training should be ongoing, updated
as necessary, and will help ensure the effort put forth by everyone results in the
evidence being legally obtained and ultimately admitted in court.

Similarly, communication and relationship building between the hospital staff and law
enforcement is important. Though both professions focus on serving their
communities, their approach and priorities are very different. Hospitals’ missions
involve caring for their patients no matter the underlying circumstance. Law
enforcement also cares for people, but the underlying circumstances matter;
accountability for injuring and/ or endangering others is also a priority. Because the
two professions view the suspect/ patient through different lenses, conflict may arise
when the time comes to gather evidence from the hospital. As with any relationship,
communication paves the way for a trouble-free working exchange of information.
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Avoiding the Need for Hospital
Personnel in Court

Most medical professionals wish to avoid the requirement of a court appearance as a
result of work performed during the execution of their job duties. There are two ways
to accomplish this: one is simple and the other is more complex.

Chain of Custody

Chain of custody demonstrates to the court that the evidence presented at trial is the
same evidence collected from the defendant. To preserve the “chain” of custody, the
prosecutor must call each person in the “chain” as a witness at trial. The Sixth
Amendment to the U.S. Constitution requires specific witnesses, including the medical
professional who collected the blood, to testify at trial. State specific caselaw might
also require other witnesses to testify. However, one commonality amongst medical
professionals is the desire to avoid testifying in court. This can be accomplished
simply by the law enforcement officer observing the collection of the specimen from
the suspect. The law enforcement officer must observe the entirety of the blood draw
or observe the defendant provide a urine sample. The officer can then testify in court
about each of the steps taken to secure the evidence, thus describing the chain of
custody, and ensuring the integrity and reliability of the evidence presented.

As a back-up plan, law enforcement officers should provide enough detail in their
report to provide prosecutors with the necessary information to call the medical
professional, who collected the sample, as a witness at trial. Necessary details include
the full name, and professional title of the hospital employee performing the work, the
location where the work was performed, and procedure performed. This information is
needed for the prosecutor to issue a subpoena for the appearance of the hospital
employee in court.

Law Enforcement Phlebotomy Program

Another way to avoid the need to subpoena hospital personnel to court for an impaired
driving trial is to establish a law enforcement phlebotomy program.
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“A law enforcement phlebotomy program has numerous benefits, but perhaps most
importantly it allows for the collection of chemical testing evidence in a timely and
efficient manner.”2? In addition to cost savings, “[t]he chain of custody is simplified
when an officer draws blood and then secures it, rather than obtaining it from a
civilian technician prior to booking.”28

“In the simplest terms, a law enforcement phlebotomy program allows law
enforcement officers with specialized training to draw blood for investigative purposes.
While a warrant is still required to draw blood in most cases, such a program
eliminates the need for a suspect to be transported to a hospital or other facility to
obtain a blood sample. To implement a law enforcement phlebotomy program, State
statutes must allow for officers to draw blood (typically through terminology such as
‘qualified personnel can draw blood’), officers must complete specialized training, and
a department must have protocols and procedures in place for drawing blood.” 29:3°

Deciding to implement a law enforcement phlebotomy program requires specific
resourcing, planning, and training. The short-term costs associated with setting up a
program may be worth the long-term benefits a jurisdiction may realize by relying on
law enforcement officers as witnesses instead of hospital personnel. NHTSA’s
publication, Law Enforcement Phlebotomy Toolkit: A Guide to Assist Law Enforcement
Agencies With Planning and Implementing a Phlebotomy Program, provides additional
excellent information on this topic.

27 Law Enforcement Phlebotomy Toolkit: A Guide to Assist Law Enforcement Agencies With Planning and Implementing a Phlebotomy
Program; National Highway Traffic Safety Administration, DOT HS 812 705, March 2019, pg. 3.

28 |d. at 4.

29 1d. at 1.

30 Some states, including California, Louisiana, Washington, and Nevada have included language indicating a
“certified” person may draw blood.
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Conclusion

The medical records or blood samples taken from a person injured in a suspected
impaired driving crash can be relevant and necessary evidence in the criminal case.
Whether evidence of a suspected driver’s intoxication or the extent and severity of a
victim’s injuries, there are several reasons why a law enforcement officer or prosecutor
may need to secure this evidence from a hospital. The best way to ensure the
successful path to this is proper and prior preparation. It is important for the
concerned parties—law enforcement, prosecutors, and hospital personnel—to team
together for a full understanding of what HIPAA allows to be shared and how. By
building and maintaining the relationship in advance of the need will help to minimize
future problems. With training and communication, law enforcement and prosecutors
can also assist the medical professionals avoid the need for court testimony.
Preparing in advance for the requirements following an impaired driving crash help to
improve overall public safety. The National Traffic Law Center and state Traffic Safety
Resource Prosecutors remain available to provide the necessary assistance to achieve
this goal.
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Utah, A Cautionary Tale

The following scenario is included in this monograph, not because it perfectly demonstrates
law enforcement’s effort to obtain the blood of a suspected impaired driver, but because it
illustrates the critical importance of training, communication, and planning required on the
part of all parties—hospital personnel, prosecutors, and law enforcement—intersecting in the
hospital emergency room.

In the summer of 2017, an incident at a Utah hospital made national news3! when a
police officer placed a nurse in handcuffs after refusing to draw blood from a patient
involved in a serious crash. Police body cameras captured the entire interaction. What
ensued likely resulted from a lack of proper police training, poor communication, and
imperfect professionalism. It put hospitals and other health care agencies across the
country on alert and made many health care workers hesitant to work cooperatively
with police officers.

In this situation, an impaired driving suspect was fleeing from police when, according
to dash camera footage, he appeared to purposefully swerve into oncoming traffic and
crash head-on into an innocent driver. The suspect who veered into oncoming traffic
died at the crash scene. The struck victim was transported in critical condition for
emergency medical care to hospital in a different jurisdiction. An officer from the
crash scene investigating agency requested assistance from the police department in
the hospital’s jurisdiction to get blood from the victim as a part of its investigation.
An officer from the second agency responded to the treating hospital and made the
request for the hospital to draw blood. The officer did not have a search warrant to
collect a blood sample. Given his critical medical condition, the victim-patient from
whom the blood was sought was unable to consent to the draw. He was also not
suspected of any wrongdoing and was not under arrest. The request for the blood
draw quickly escalated into a demand that hospital staff resisted.

What should an investigating officer do to secure the necessary evidence once an
individual is stabilized and in the care of the hospital? In an ideal situation, both the
officer and the hospital personnel will have the same understanding of the procedures
and protocols to be used to gain medical records, blood, or biological samples and will
work in a respectful and professional manner with each other. A lack of clear

31 This situation appeared on multiple news outlets; for one sample news story, see National Public Radio website,
“Nurse Roughly Arrested For Following Hospital Protocol, Body Camera Shows,” September 1, 2017, at
httpsv/www.npr.org/sectionsthetwo-way/2017/0901547840028~somebody-help-me-utah-nurse-cried-as-police-detectiv
e-roughly-arrested-her, accessed June 26, 2023.
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protocols, however, can lead to frustration and acrimonious interactions between
officers and hospital staff. Such was the result in this example from the Utah hospital.

While a signed memorandum of understanding between the Utah hospital and the
police department existed and outlined the circumstances in which the hospital would
draw blood for law enforcement, the involved nurse did not believe any of the
conditions were met to require the blood draw (i.e., there was no consent, no search
warrant, no suspicion of impaired driving, etc.). A lack of training and clearly
established protocols led the officer to drag the nurse out of the emergency room to
the patrol car and place them under arrest. Body camera footage shows officers
discussing the possibility of arresting the nurse if they did not allow the blood to be
drawn instead of other potential solutions. Footage also shows discussions about a
history of perceived negative interactions between this hospital and the police
department. This perceived history likely led to frustration and the unprofessional
behavior by the officer in this case.

This altercation made national and international news, resulted in a large civil
settlement in favor of the nurse, and caused the Utah legislature to quickly clarify the
law outlining the specifics of when an officer may obtain a blood sample (i.e., only with
the person’s consent, after obtaining a search warrant for the blood sample, or
presenting a judicially recognized exception to a warrant, see Utah Code § 77-23-213).
The hospital also amended its policies for employees interfacing with law enforcement;
other hospitals made similar adjustments preventing staff from directly assisting
police officers at the hospital.

This “cautionary tale” well illustrates the importance of foundational preparation,
including training, communication, and relationship building, prior to seeking to
obtain blood as evidence. Encounters between hospital personnel and law
enforcement should never escalate into a volatile and confrontational situation as
demonstrated in this example and, with the proper relationship cultivation, will likely
be avoided. Whether formally memorialized with a signed document or with an
informal understanding, law enforcement officers, prosecutors, and hospitals can work
together to achieve the needs of each party.
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Appendix / Resources

e Useful case law relevant to hospitals and HIPAA:
o Schmerber v. California, 384 U.S. 757 (1966).
o Missouri v. McNeely, 569 U.S. 141 (2013).
o Mitchell v. Wisconsin, 139 S.Ct. 2525 (2019).
o United States v. Bek, 493 F.3d 790 (7th Cir., 2007).
o U.S. v. Elliott, 676 F. Supp. 2d 431 (D. Md. 2009).
o State v. Jewell, 2013 WL 387800 (Tex. App. 1-31-2013).

e NHTSA'’s Law Enforcement Phlebotomy Toolkit: A Guide to Assist Law Enforcement
Agencies With Planning and Implementing a Phlebotomy Program, DOT HS 812 705,
March 2019.

* Responsibility.org’s ewWarrants webpage.

» Responsibility.org’s Improving DUl System Efficiency: A Guide to Implementing
Electronic Warrants

e U.S. Department of Health and Human Services, Summary of the HIPAA Privacy
Rule

e Sample binder of materials that stays with the hospital charge nurse. Binder
should include items such as relevant laws, regulations, police general orders/
government blood draw for impaired drivers, and an easy to follow, step-by-step
flow chart for how the hospital and law enforcement can work together on a
blood draw. (See next page)

* Blood Draw Agreement for Ambulance Service

e Memo Regarding Law Enforcement in the ER

e Law Enforcement Request to Speak with DUI Suspect
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https://www.nhtsa.gov/sites/nhtsa.gov/files/documents/14222-phlebotomy_toolkit_final-032819-v1a_tag_0.pdf
https://www.nhtsa.gov/sites/nhtsa.gov/files/documents/14222-phlebotomy_toolkit_final-032819-v1a_tag_0.pdf
https://www.responsibility.org/wp-content/uploads/2018/04/FAAR_3715-eWarrants-Interactive-PDF_V-4.pdf?pdf=eWarrants_Implementation_Guide
https://www.responsibility.org/wp-content/uploads/2018/04/FAAR_3715-eWarrants-Interactive-PDF_V-4.pdf?pdf=eWarrants_Implementation_Guide
https://www.responsibility.org/end-drunk-driving/initiatives/e-warrants/#:~:text=Electronic%20warrants%20(eWarrants)%20are%20an,drive%20impaired%20are%20held%20accountable.
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html
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Sample Authorization for Disclosure of Protected Health Information
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Sample Request from Law Enforcement for Release of Protected Health Information
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Blood Draw Agreement for Ambulance Service
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Memo Regarding Law Enforcement in the ER
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Law Enforcement Request to Speak with DUI Suspect
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